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Deep Learning-based Vulnerability Detection (DLVD) techniques have garnered significant interest due to
their ability to automatically learn vulnerability patterns from previously compromised code. Despite the
notable accuracy demonstrated by pioneering tools, the broader application of DLVD methods in real-world
scenarios is hindered by significant challenges. A primary issue is the “one-for-all” design, where a single
model is trained to handle all types of vulnerabilities. This approach fails to capture the patterns of different
vulnerability types, resulting in suboptimal performance, particularly for less common vulnerabilities that
are often underrepresented in training datasets. To address these challenges, we propose MoEVD, which
adopts the Mixture-of-Experts (MoE) framework for vulnerability detection. MoEVD decomposes vulnerability
detection into two tasks: CWE type classification and CWE-specific vulnerability detection. By splitting the
task, in vulnerability detection, MoEVD allows specific experts to handle distinct types of vulnerabilities
instead of handling all vulnerabilities within one model. Our results show that MOEVD achieves an F1-score of
0.44, significantly outperforming all studied state-of-the-art (SOTA) baselines by at least 12.8%. MoEVD excels
across almost all CWE types, improving recall over the best SOTA baseline by 9% to 77.8%. Notably, MoEVD
does not sacrifice performance on long-tailed CWE types; instead, its MoE design enhances performance
(F1-score) on these by at least 7.3%, addressing long-tailed issues effectively.
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1 Introduction

Vulnerability detection is a critical task in software engineering, aiming to identify security weak-
nesses that could be exploited by malicious entities. Deep learning-based vulnerability detection
(DLVD) techniques have shown impressive results in academic settings [5, 20, 24, 26, 35, 36, 42].
However, a recent study [41] reveals a significant challenge that prevents deep learning models
from being adopted in industry settings. The challenge is the one-for-all design limitation.
Existing DLVD techniques follow the “one-for-all” design, where a single model is trained to predict
vulnerabilities across all types of code [5, 16, 20, 24-26, 35, 50]. While this design simplifies the
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development and deployment process, it does not align with the diverse and specific needs of real-
world applications. In practice, large organizations often encounter various types of vulnerabilities,
each with unique characteristics and implications [41]. A one-for-all model may fail to adequately
address the nuances of different vulnerability types and lack the capability of detecting certain
types of vulnerabilities.

One significant issue stemming from the one-for-all design is the uneven and long-tailed dis-
tribution of different Common Weakness Enumeration (CWE) [7] types in real-world codebases.
Certain types of vulnerabilities, such as those listed in the CWE Top 25 [29], are more prevalent and
thus receive more attention in both research and industry. However, numerous other vulnerability
types are less common and often underrepresented in training datasets. This imbalance leads to
a situation where DLVD techniques are highly effective at detecting common vulnerabilities but
struggle with rare ones. In practical terms, this means that while a model might excel in identifying
frequent issues, its performance on less common, yet potentially critical vulnerabilities is subpar.
This uneven performance can undermine the overall effectiveness of DLVD techniques, leaving
some vulnerabilities undetected and increasing the risk of security breaches. For instance, Figure 1
presents the performance of LineVul [16], a SOTA approach that is a single model trained to detect
all types of vulnerabilities, on different CWE types compared with experts using the same model
trained on each specific CWE type. As we can see, LineVul performs poorly on less frequent CWE
types with F1-score ranging from 0.016 to 0.268. A similar trend can be observed on other one-for-all
models as well.

The Mixture-of-Experts (MoE) framework [21, 47] is a promising solution proposed by previous
research to resolve the limitations of the one-for-all design. The MoE framework addresses this
limitation by first splitting the input space into sub-spaces, and then leveraging multiple specialized
models (i.e., experts), trained to handle each sub-space. Instead of relying on a single model to
handle the entire input space, MoE includes a router that dynamically assigns the most appropriate
expert for handling a given input.

To address the challenges mentioned above, we propose MoEVD, which leverages the Mixture-
of-Experts (MoE) framework for vulnerability detection. Two key challenges need to be resolved to
effectively leverage MoE in this context. First, how to split the input space effectively, so that each
expert could focus on one type or a set of related vulnerabilities. Second, how to design a router that
can effectively assign the input to the appropriate experts for handling the vulnerability detection
task. To address the first challenge, we split the input code according to Common Weakness
Enumeration (CWE) types [7], a widely used classification system for software vulnerabilities. This
splitting mechanism allows each expert to focus on learning patterns and detecting vulnerabilities
specific to a particular type of CWE or a subset of CWE types. More specifically, to construct the
expert for each CWE type, we fine-tune a pre-trained model (e.g., CodeBERT [13]) to predict if a
piece of code is vulnerable. To address the second challenge, we train a router to dynamically select
the appropriate experts for a given input code by formulating this task as a CWE type multi-class
classification task. Essentially, MoEVD decomposes the task of binary vulnerability detection into
a CWE type classification task and a CWE-specific vulnerability detection task so that specific
experts can be trained to handle a specific set of vulnerabilities instead of handling all types of
vulnerabilities within one model.

We performed an extensive evaluation on a widely used benchmark dataset BigVul [11]. Our
results show that MoEVD achieves an F1-score of 0.44, significantly outperforming all studied
state-of-the-art (SOTA) baselines by at least 12.8%. MoEVD outperforms the best SOTA baseline
across almost all CWE types in terms of F1-score and recall. For instance, MoEVD improves the
recall of the best SOTA baseline by a range from 9% to 77.8%. More importantly, MoEVD does not
sacrifice performance in long-tailed CWE types. On the contrary, benefiting from the MoE design
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that enables the model to learn various vulnerability patterns individually, MoEVD improves the

performance on vulnerabilities of long-tailed CWE types. For instance, MOEVD mitigates long-tailed

issues by improving the F1-score of SOTA baselines on the long-tailed CWEs by at least 7.3%.
Our contributions are summarized below:

e We are the first to adapt the Mixture-of-Experts (MoE) framework to enhance vulnerability
detection and our extensive evaluation demonstrates its effectiveness, showing improvements
across all CWE types.

e MoEVD enhances the detection of rare CWE types of vulnerabilities that are overlooked by
existing one-for-all models and makes it more suitable for real-world applications.

e To facilitate future research, we have made all the datasets, results, and code used in this
study openly available in our replication package [1].

2 Background and Motivation

In this section, we introduce the background of our study, focusing on the pre-trained models for
code representation Learning, CWE hierarchy, and Mixture-of-Experts (MoE) framework.

2.1 Pre-trained Model for Code Representation Learning

Deep learning-based vulnerability detection techniques rely on code representation learning to
capture the syntactic and semantic properties of the code [24, 46, 50]. These techniques transform
code snippets into vectors, which can be effectively processed by classification models. Recently,
several pre-trained models tailored for programming languages have emerged and demonstrated
promising performance in code-related tasks, such as CodeBERT [13], GraphCodeBERT [18], and
UniXcoder [17]. Those models are based on transformer architecture, which has proven effective
in code-related tasks. For instance, CodeBERT is built upon the foundations of BERT [8] through
further pre-training on natural language (NL) - programming language (PL) pairs. Its design and
training methods enable CodeBERT to understand not only the relationship between natural
language and code but also the semantics of the source code. These pre-trained models have
demonstrated SOTA performance in vulnerability detection [16, 30]. In this study, we use pre-
trained models as the foundation for our experts and router by fine-tuning them to adapt to
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downstream tasks. Specifically, we add a binary classification head to a pre-trained model for
vulnerability detection and a multi-class classification head for CWE type multi-class classification.

2.2 Common Weakness Enumeration

Common Weakness Enumeration(CWE) is a category system for weaknesses and vulnerabilities.
CWE follows a hierarchical structure, as illustrated in Figure 2, where each CWE type has ancestors
and related successors [7]. For instance, CWE-664 (Improper Control of a Resource Through its
Lifetime) has two children, CWE-118 (Incorrect Access of Indexable Resource ('Range Error’))
and CWE-221 (Information Loss or Omission). Typically, the children CWE types under a parent
CWE type are related and share similar vulnerability patterns. A parent CWE is a more general
category encompassing its child CWE types. For vulnerabilities where the details are unknown or
unspecified, the NVD assigns a placeholder value, "CWE-noinfo," when it is unable to categorize a
CVE under a specific CWE entry.

2.3 Mixture-of-Experts (MoE)

Combiner

D
/—/ N
[Expert 1J [Expen 2] [Expert 3] (XX [Expert n]

jo

Input

Fig. 3. An Example Design of Mixture-of-Experts (MoE).

Router

2.3.1  Mixture-of-Experts Framework Design. Mixture-of-Experts (MoE) is a combinatory approach
that leverages individual learning techniques as experts specializing in distinct sub-spaces of the
input space [47]. MoE, proposed by Jacobs et al. in 1991 [21], uses the idea of dividing the input
space into sub-spaces, trains experts within each sub-space, and combines the knowledge of experts
using a router, also called gating function. The core idea behind MoE is to select suitable experts
for a particular input using a router. Typically, MoE contains the following three components:

e Experts: These are individual models or neural networks trained to specialize in different
parts of the input space or in different tasks. Experts can be of various types, such as linear
models, decision trees, or deep neural networks.

¢ Router (Gating function): The router is a model that determines which expert or combi-
nation of experts should handle a particular input. It is typically implemented as a neural
network and can be trained alongside the experts. Usually, not all experts are employed for
inference; the router selects the most appropriate subset of experts for each input.

e Combiner: The combiner takes the outputs of the experts, weighted by the probabilities or
weights assigned by the router, and produces the final output.

Let 0 = {0, 0.} represent the set of parameters of MoE, where 0, represent the parameters for
the router, and 6, denotes the parameters of experts. Given an input vector X and an output vector
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Y, the final probability of P can be formulated as:
P(Y|X, 0) = Aggregationy, (P(Y,i|X,6)) (1)
= Aggregationﬁl(g(ilX, 0,)P(Y]i, X, ) (2)

, where N donotes the number of experts, g(i|X, ;) denotes the probability of selecting the i-th
expert to handle input data X, P(Y|i, X, 0!) is the probability of Y generated by the i-th expert
given X, and 6! is the parameters for i-th expert. The function Aggregation aggregates results from
each expert. The training objective for the MoE framework is to train both 6, and 0, or only 0,.

Figure 3 presents a typical design of MoE. The input is first fed to the router and the router
decides the most appropriate experts to handle the input. In this case, Expert 1 and Expert 3 are
selected. The results returned by those two experts are aggregated in the combiner and output as
the final results.

2.3.2  Vulnerability Detection with Mixture-of-Experts. The motivation for our approach stems from
the significant limitations of the prevalent “one-for-all” design in existing deep learning-based
vulnerability detection techniques. Those techniques train a single model to handle all types of
vulnerabilities, which often fails to capture the unique patterns and characteristics of different
vulnerability types. This is particularly problematic for rare vulnerabilities that are underrepresented
in training datasets, leading to low performance and increased security risk.

In contrast, the MoE framework allows for specialization, where each expert focuses on detecting
vulnerabilities specific to a particular CWE type. This inherent partitioning aligns well with the
MoE approach, where each expert can be dedicated to a specific CWE type. By leveraging the MoE
framework, our goal is to improve the overall accuracy and efficiency of vulnerability detection,
making it more suitable for real-world applications where diverse and specific vulnerabilities need
to be addressed effectively.

3 Methodology

Training phase
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Fig. 4. The pipeline of MoEVD.

In this section, we present the design and implementation of MoEVD. Figure 4 illustrates the
overall pipeline of MoEVD, which leverages the Mixture-of-Experts (MoE) framework to identify
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and detect vulnerabilities with diverse patterns. During the training phase, we focus on training two
key components within the MoE framework: the experts and the router. Each expert is specialized
and trained to handle a specific CWE type (or combination) of vulnerabilities. Meanwhile, the router
is trained using a CWE type classification task, enabling it to recognize the characteristics of specific
CWE types and direct the input code to the appropriate experts. At inference time, the router
assigns the input code to the most appropriate experts based on its characteristics. The selected
experts then process the input code to predict vulnerabilities, and their outputs are aggregated
to produce the final prediction. Essentially, MoEVD decomposes the task of binary vulnerability
detection task into a CWE type classification task and a CWE-specific vulnerability detection task
so that specific experts can be trained to handle a specific set of vulnerabilities instead of handling
all types of vulnerabilities within one model.

3.1 Splitting Input Space Based on CWE Types

The Mixture-of-Experts (MoE) framework provides a promising solution to the limitations of
one-in-all models. To effectively leverage the MoE framework, it is crucial to split the input space
into sub-spaces, allowing each expert to handle a specific sub-space. This division enables the
specialization of experts, where each expert is trained to focus on and master the nuances of its
designated sub-space, leading to improved performance in their respective areas.

A common classification system to classify vulnerabilities is Common Weakness Enumeration
(CWE) types, each representing a distinct category of software weaknesses, ranging from buffer
overflows and injection flaws to improper authentication and information leakage [7]. These
vulnerabilities of different CWE types exhibit different and often complex patterns that require
specialized knowledge to detect effectively [2, 15].

To leverage the MoE framework, we split the input space of vulnerabilities into sub-spaces based
on their CWE types. However, it is infeasible to train an expert for each specific CWE type directly
for several reasons. First, there are too many CWE types (e.g., the BigVul dataset [11] contains 88
CWE types). Training an expert for each individual CWE type would make the number of experts
excessively large and incur significant overhead in expert training. Second, the distribution of dif-
ferent CWE types of vulnerabilities follows a long-tailed pattern, meaning some CWE vulnerability
types are rare and have only a few vulnerable instances [49]. It is challenging to train a robust
expert on such rare CWE types.

To address the aforementioned challenges, we construct a CWE tree to present the hierarchical
relationships and select the top-level CWE types as the basis for input space splitting. As intro-
duced in Section2, CWE follows a hierarchical structure that naturally clusters CWEs with similar
vulnerability patterns, and experts trained on the parent CWE types are capable of handling their
child CWE types as well.

In this study, we begin by selecting the top-level CWE types (e.g., depth=1) as the basis for input
space splitting. However, we found that several CWE types (e.g., CWE-388 and CWE-320) do not
have sufficient instances. For example, in the BigVul vulnerability detection dataset, these types
have less than 100 instances. For these cases, we aggregate all such top-level CWE types into a
single category, named CWE-agg. This aggregation ensures that each CWE type has a sufficient
number of instances for effective training while reducing the overall model complexity. We ended
up with 12 CWE types. In other words, we need to train one expert for each of those CWE types
with 12 experts in total.

3.2 Training Phase

As introduced in Section 2, an MoE framework typically has three components: experts, router,
and combiner. To reduce the training complexity, we train the experts and the router separately.
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Below, we elaborate on the process of training experts and the router, and aggregating the output
of experts into a final prediction.

3.2.1 Expert Training. Vulnerabilities of the same CWE type share similar characteristics. Therefore,
for each CWE type, we train a specific expert model. For a given CWE type CWE;, our goal is to
train an expert model (Expert Model;) to predict the probability of an input code ¢ being vulnerable

vul, i.e., § = P(voul|CWE;, c, 9,’;), where 9,’; are the parameters for Expert Model;. Assume we have
Newe;

a training dataset Dcwg, = {(cj, yj)}j=1 ' for the CWE type CWE;, where c; is an input code
instance and y; is the corresponding ground truth label (i.e., vulnerable or non-vulnerable). The
overall loss for the expert model of CWE type CWE; over the entire dataset can be defined as the
cross-entropy loss:

1 NcwE;
Lewe, (Dewe,, 0,) = N Z y;log(7;) (3)
cwE, 4

To construct the training data Dcwe,, we consider the vulnerable code of the specific CWE type
(i.e., CWE;) as positive labels, while treating all other code (including those labeled as other CWE
types and all non-vulnerable code) as negative. This data construction strategy allows each expert to
specialize in detecting vulnerabilities related to its specific CWE type, providing a more focused and
accurate detection model for each type. This strategy is a key aspect of MoEVD, distinguishing it
from other vulnerability detection models that classify code simply as vulnerable or non-vulnerable
without considering the specific CWE type (see more discussion in Section 6.1).

We construct experts using pre-trained models (e.g., CodeBERT) as the backbone and fine-tune
an individual expert for each CWE type by following previous studies [16, 35, 46]. We initialize
each expert model with the pre-trained weights and add a binary classification head. Then we
optimize the model parameters 6, by minimizing the overall loss function Lcwg, (Dewe,. 9";).

3.2.2  Router Training. The goal of this step is to train a router that can distinguish the code
characteristics of different CWE types, so that the appropriate experts can be selected during
routing. We formulate the task of router training as a CWE type multi-class classification task.
Given an input code c, the task is to classify its CWE type, CWE; € {CWE{,CWE,,...,CWE,, .. Y,
where N is the number of CWE types. The training objective is to learn a model to predict the
probability of the code ¢ being categorized as a specific CWE type CWE;, g;(CWE;]c, 6;). To make
the router proficient in differentiating between the features of different CWE types and recognizing
the nuances of various vulnerabilities, we do not include non-vulnerable code in the training dataset.
Let Dr = {(cj, tj)}ﬁ\]:Rl be the training dataset for the router, where c; is an input code instance
and t; is the corresponding CWE type label, Ny, is the size of the training data for the router. The
probability of code c; being classified as the ith class CWE; by the router model g is given by:

fji = g(CWEi]cj, eg)

Note that the CWE types suffer from long-tail issues [49], meaning CWE types are highly
imbalanced. To mitigate this issue, we use Focal Loss [27], defined as:

Ltocal (pr) = —a: (1 = pe)¥ log(pr) (4)

where p; is the predicted probability for the true class. @; is a balancing factor for class ¢ which

is used to balance the importance of different classes. a; can be set higher for minority classes to

ensure they contribute more to the loss, helping the model pay more attention to underrepresented
classes. y is a focusing parameter to down-weight easy examples and focus on hard examples.
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We adopt Focal Loss to our multi-class classification task and the overall focal loss for the router
model over the entire dataset Dy can be defined as:

Nr N
1 R R
Le(Dr.0y) =~ ; Zl ai(1— 1)t log () )

where N is the number of CWE types, «; is the balancing factor for class CWE;, y is the focusing
parameter, ¢;; is the ground truth label for code c; for class CWE;, and £; is the predicted probability
for code c; for class CWE;.

Similar to expert training, we construct a router by fine-tuning a pre-trained model (e.g., Code-
BERT) by adding a multi-class classification head. We select the pre-trained model because it has
demonstrated proficiency in capturing the patterns from source code [24, 46, 50], which is essential
for our router to assign input code to the appropriate experts based on their CWE patterns. We
initialize the router model with the pre-trained weights and then optimize the parameters 6, by
minimizing the overall loss function.

3.2.3 Combiner. The combiner aggregates the output of the selected experts using a weighted
summing mechanism:

K
P(oul|c) = Z Softmax(g(CWE;]c, 0,)) P(vul|CWE;,c, 6) (6)
i=1
K is the number of experts that are selected to handle the code c. In this study, we choose the
top K experts most suitable for handling ¢ based on the probabilities g;(c, §;) produced by the
router. Instead of using all experts with different weights, using only the top K experts reduces
the inference cost and reduces the impact/bias caused by irrelevant experts. Note that we use the
probability of each expert produced by the router output as the weight to control the contribution
from each selected expert.
The Softmax() function ensures that the probabilities for the selected top K experts sum up to
1. For example, setting K to 2 and the probabilities for the top 2 experts are 0.45 and 0.15. After
Softmax normalization, their probabilities are 0.57 and 0.43, respectively.
We investigate the impact of different K values in MoEVD in Section 5.4. Our experiments
suggest by selecting K = 2, MoEVD provides the best trade-off between performance and inference
time agreeing with existing practices on the selection of K [39].

3.3 Inference Phase

During the inference phase, the router processes both vulnerable and non-vulnerable input code.
The router first assigns the input code to one or more experts based on the CWE classification
result. Then the selected experts further predict whether the input code belongs to a specific
vulnerability or not. The aggregation mechanism combines the outputs from the experts to make a
final prediction on whether the code is vulnerable or non-vulnerable. By leveraging the specialized
knowledge of each expert and the ability of the router to classify CWE types, MoEVD is able to
outperform existing tools in vulnerability detection.

Note that our router is trained exclusively on vulnerable code, it may lack specific knowledge
about non-vulnerable code. One question raised here is which expert will be assigned for the
non-vulnerable code. According to the design of our router, non-vulnerable code will be assigned
to the experts that handle vulnerable code with the most similar characteristics to that of the input
non-vulnerable code, so that it can be further identified by the corresponding experts. However,
even though the non-vulnerable code is assigned to other experts, we do not need to worry about
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this since we train all our experts including the data of the entire same set of non-vulnerable code.
In theory, all experts should have consistent capability in identifying non-vulnerable code.

4 Experiment Design

In this section, we outline our research questions (RQs), describe the datasets used, define the
evaluation metrics, present our analysis approach for each RQ, and provide implementation details.

4.1 Research Questions

We evaluate MoEVD across various dimensions to address the following research questions:

o RQ1: How effective is MOEVD compared with SOTA approaches in vulnerability detection?

e RQ2: How effective is the MoE framework within MoEVD?

e RQ3: How effective is MOEVD in detecting each CWE type and handling long-tailed distributions
compared to SOTA approaches?

® RQ4: What is the impact of varying the number of experts on the performance of MoEVD?

In RQ1, we aim to assess the overall performance of MoEVD compared to current SOTA ap-
proaches. RQ2 focuses on evaluating the effectiveness of the MoE framework in routing inputs to
the most appropriate experts. RQ3 examines MoEVD’s effectiveness in detecting various CWE types
and its ability to handle long-tailed distributions compared to SOTA approaches. RQ4 investigates
the impact of selecting different numbers of experts on the performance of MoEVD.

4.2 DLVD Baselines

In our study, we select two representative groups of DLVD baselines, graph-based models and
transformer-based models:

e Graph-based models: We first select three of the most commonly used models, SySeVR [25],
Devign [50] and Reveal [5]. SySeVR leverages the abstract syntax tree (AST) graph generated
from code. The rest two models leverage graph neural network (GNN) [37] to learn code
feature representations and have shown promising results. We also employ LIVABLE [42],
which is so far the state-of-the-art approach that combines graph-based model with text-based
model.

e Transformer-based models: We select two base models CodeBERT [13] and UniXcoder [17],
which have been shown to be effective in vulnerability detection [13, 16, 17]. Additionally,
we select the recent SOTA approach CausalVul [35], which introduced calculus-based causal
learning. For a fair comparison, we implement CausalVul on these two models, resulting in
CausalVulcygeperr and CausalVuly ,ixcoder-

4.3 Experiment Dataset

We select our experiment vulnerability detection dataset based on two criteria: 1) Diversity. They
must be collected from a wide range of code repositories to maintain various types of vulnerability.
2) Annotations. They must contain CWE type or CVE-id annotation for training MoEVD. Therefore,
we select the BigVul dataset [11] as our experiment dataset, which is widely used in prior studies [16,
24, 42, 46]. The BigVul dataset contains CVEs from 2002 to 2019, extracted from over 300 different
open-source C/C++ projects, encompassing 88 different CWE vulnerability types. It contains 10,547
vulnerable functions and 168,752 non-vulnerable functions. Following the same experiment setting
of previous studies [35, 46], we use the same 80%/10%/10% split as train/val/test data for the BigVul
dataset. We also use the same exact dataset partition used in CausalVul for a fair comparison. After
aggregating CWE types as described in Section 3.1, we obtain 12 CWE types.
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Table 1. Overview of the studied dataset.

Dataset Granularity #Project #Vuln #Non-Vuln #CWE

BigVul [11] function 348 10,547 168,752 88

4.4 Evaluation Metrics

We use F1-score, precision, and recall as our evaluation metrics, which are widely used in previous
studies [5, 24, 35, 46, 50]. The F1-score provides a balance between precision and recall, offering a
single metric that considers both false positives and false negatives. Precision measures the accuracy
of positive predictions, while recall measures the ability to identify all relevant instances. Unlike
previous research, we do not use accuracy as an evaluation metric due to the highly imbalanced
nature of vulnerability detection datasets, which can result in misleading accuracy values dominated
by the majority class [19].

4.5 Approach for Research Questions

4.5.1  Approach of RQ1. To demonstrate the effectiveness of MoEVD, we compare it with graph-
based models (Devign [50], Reveal [5], LIVABLE [42]) and transformer-based models (Code-
Bert [13], UniXcoder [17], and CausalVul [35]). Depending on different base transformer models
(CodeBERT and UniXcoder), there are two variants of CausalVul, namely CausalVulcogepgrr and
CausalVuly,ixcoder- Similarly, we also implement MoEVD using two different base transformer
models, resulting in two variants, namely MoEVD¢,gegerT and MoEVDy nixcoder-

4.5.2  Approach of RQ2. In RQ2, we evaluate the effectiveness of the MoE framework of MoEVD. To
do that, we keep every trained expert untouched and compare MoEVD with two different variants:
ensemble and random as described below.

e Ensemble Ensemble techniques train a machine learning (ML) model to fuse multiple
models. We compare our MoE framework with ensemble techniques, replacing the MoE
framework with ensemble techniques while keeping all other components unchanged. Specif-
ically, we use the prediction probabilities of the positive class (vulnerable) from each expert
model as input features for training an ensemble model. We select Random Forest (RF)[4],
XGBoost[6], CatBoost [34], and LightGBM [22] as baselines due to their widespread use and
competitive performance in classification tasks [3, 40, 48]. For simplicity, we call those vari-
ants with different ensemble methods as Ensemblegr, Ensemblexggoost; EnsemblecasBoost»
Ensembley jgn:GBum-

e Random Router: To test the effectiveness of our router, we also compare MoEVD with a
variant in which the router selects experts randomly. In this variant, we replace our router
with a random expert selector and keep all other components unchanged. We define this
variant as MoEVD ,ndom-

We evaluate the performance of the above two settings and compare them with MoEVD. In this
RQ, we choose the best-performing implementation of MOEVD, MoEVDog.pgrT to compare with.

4.5.3  Approach of RQ3. To answer RQ3, we compare the performance between the selected best-
performing baseline (CausalVulcogeperr) and MoEVDogeperT. We first analyze the performance
(recall) of selected models in detecting vulnerabilities across each CWE type. BigVul dataset has 88
CWE types. Note that the model performance may not be stable enough on some CWE types which
have an extremely small amount of vulnerabilities. In order to reduce the potential performance
bias, we group the CWE types that have fewer than 10 vulnerable codes together as CWE-N< 10.
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Note that for RQ3, CWE types are not aggregated by the CWE hierarchy; therefore, they are not
the same as the CWE types used for training the expert models.

To evaluate the effectiveness of MoEVD in the long-tailed scenario, we first construct the
long-tailed dataset. We split the BigVul dataset into two groups (the head group and the tail
group) by following the settings from previous research [49]. More specifically, we categorize
vulnerabilities into two groups: the head group, comprising the most frequent CWEs that constitute
at least 50% of BigVul, and the tail group, consisting of the remaining vulnerabilities. In the
BigVul dataset, 4 CWE types (CWE-119, CWE-noinfo, CWE-20, and CWE-399) belong to the head
group (56.2% of vulnerabilities in total), while the other 84 CWE types belong to the tail group
(43.8% of vulnerabilities in total). Finally, we compare the performance of CausalVulc,gepeprr and
MOoEVDc,4eerT between the two groups, respectively.

4.5.4  Approach of RQ4. In MoE, the number of experts K is an important parameter. In this RQ,
we aim to investigate the impact of the value K on MoEVD’s performance. Our goal is to find the
value of K that achieves the optimal balance between performance and computational cost.

4.6 Implementation Details

We downloaded the official pre-trained models and tokenizers for all evaluated transformer models
from HuggingFace [43]. We implemented and conducted all experiments using PyTorch [32] and
Autogluon [9]. To train the expert and router models, we used a batch size of 32, a learning rate of
le-5, the AdamW [28] as the optimizer, and trained the model for 10 epochs. For Focal Loss, we use
the default setting [14], i.e., setting the focusing parameter y to 1 and the balancing factor a; as
the inverse of its percentage of number of samples for each CWE type. To optimize computational
efficiency, we used the bfloat16 (brain floating point) mixed precision. All experiments were
conducted on a Linux server equipped with four Nvidia RTX 3090 GPUs, 24 CPU cores, and 128GB
of memory. Each expert’s training time is approximately 1 hour, and the router model’s training
time is approximately 10 minutes. During inference, when we set the number of experts to K = 2,
MoEVD can scan more than 100 code snippets per second. For training the ensemble model in4.5.2,
We used a state-of-the-art AutoML tool Autogluon [10] for training the ensemble model. Autogluon
trains ML models with hyperparameter tuning, bagging, stacking and other techniques to optimize
the performance, we select the four highest-performing ensemble models as our baselines.

We reproduce all DLVD baselines by using the replication packages provided in their works [5,
13, 17, 35, 42, 50]. We also adopt the same hyperparameter settings in their works.

5 Results
5.1 RQ1: MoEVD vs. DLVD Baselines

MOoEVD outperforms the best baseline by 12.8%. Table 2 presents the performance comparison
between our approach and studied baselines. We observe that MoEVD outperforms all SOTA
baselines, including graph-based and transformer-based models in all evaluated metrics (F1-score,
precision, and recall). Specifically, MOEVD¢,q.pgrT achieves the best F1-score of 0.44, improving
baselines from 12.8% to 69.2%. When looking at recall, MOEVD¢,q4.perT also achieves the best
performance (0.47), while in terms of precision, MOEVDy pixcoder achieves the best performance
(0.47).

MOoEVD is able to deliver the best performance for all base models. For both CodeBERT
and UniXcoder variants of MoEVD, MoEVD outperforms the base model and the corresponding
CausalVul variant. MOEVD¢ogegrT, Which is the best-performing variant based on CodeBERT,
achieves the highest F1-score of 0.44, achieving a 15.8% improvement over CodeBERT with an
F1-score of 0.38. MoEVD also consistently outperforms other approaches in terms of recall, which
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indicates MoEVD is effective in recognizing more vulnerabilities, highlighting the effectiveness of
MOoEVD over existing one-for-all DLVD approaches.

Table 2. The performance of different VD approaches on BigVul dataset in terms of studied metrics.

Model Type Approaches F1-score Precision Recall
SySeVR 0.19 031 0.4
Devign 0.27 0.30 0.25
Graph-based Reveal 0.26 023 030
LIVABLE 0.39 0.40 0.37
CodeBERT 0.38 0.45 0.33
CausalVuleygepErT 0.39 043 036
Transformer-based MOEVDCodeBERT 0.44 0.42 0.46
UniXCoder 0.38 0.46 0.32
CausalVuly nixcoder 0.39 0.35 0.45
MOEVDy nixeoder 0.43 047  0.40

MOoEVD significantly outperforms all SOTA baselines. MoEVD’s implementation with the Code-
BERT model (MoEVD,4e8erT) achieves the best F1-score of 0.44 with 12.8% improvement over
the best SOTA baseline. Additionally, MoEVD’s implementation with the UniXcoder model
(MoEVDy nixcoder) achieves the highest precision of 0.47 and a notable F1-score of 0.43.

5.2 RQ2: Effectiveness of MoE

MOEVD outperforms variants with ensemble methods by at least 12.7% F1-score. Table 3
presents the comparison between MoEVD and its variants with ensemble methods. MoEVD sig-
nificantly outperforms those variants in terms of F1-score and recall. Specifically, compared to
the best-performing variant, EnsemblexGpoost, MOEVD achieves a 12.7% improvement in F1-score.
These results suggest that the MoE framework is superior to other ensemble methods. A potential
reason is that combining the results of all experts introduces additional noise, leading to less
accurate final results.

To understand the impact of the router, we compare the performance of MoEVD and MoEVD
random- From Table 3, we observe that the performance of MOEVD ,4,40m is extremely low (a F1-
score of 0.08). Such a result indicates that selecting appropriate experts is crucial for our approach.

Table 3. The performance of variants with different ensemble methods and routers.

Variant F1-score Precision Recall
Ensembley ;gnipom 0.38 0.54 0.29
Ensemblec,soost 0.39 0.50 0.31
EnsemblexgBooss 0.39 0.51 0.31
Ensemblegp 0.38 0.49 0.30
MOoEVD ,4ndom 0.08 0.07 0.09
MoEVD 0.44 0.42 0.46
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Fig. 5. The performance matrix of each expert model on each CWE type in terms of F1-score. Darker colors
indicate better performance.

Table 4. The performance of MoEVD when the router can select experts correctly (Correctly selected) and
wrongly (Wrongly selected).

Expert Selection % vuln code F1-score Precision Recall

Correctly Selected 63.8% 0.44 0.36 0.56
Wrongly Selected 36.2% 0.18 0.13 0.28

We further measure the router’s accuracy in selecting the correct expert for vulnerable input code.
If the router can select the correct expert within the top K assigned experts, we consider it correct,
otherwise, we consider it incorrect. The ground truth of an expert is determined by its CWE types
after aggregation. If a vulnerable code of a CWE type A is assigned to an expert whose training
data consists of CWE A, we consider the vulnerable code to be assigned correctly. As shown in
Table 4, in 63.8% of the cases, the router can select the correct experts. In other words, there is still
room for improvement (see more details in Section 6.3).

The router is an essential component of the MoE framework, correctly assigning the vulnerability
to the correct CWE expert is important. To further understand how the router’s performance affect
the overall VD performance of MoEVD, we compare the performance between the cases where
experts are correctly selected by the router and experts are wrongly selected. As the results shown
in Table 4, if the experts can be selected correctly, the performance is significantly better (by 133.7%)
than those who failed.

The subpar performance when the expert is wrongly selected is expected due to the design of
MoE. Each expert is trained on a specific CWE type and cannot identify the pattern of other CWE
types. This can be observed in Figure 5, where we show the performance of each expert across
different CWE types. As expected, the experts only perform well on their own specific CWE type.
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Table 5. Performance achieved by CodeBERT, MoEVD¢,g4epERT, and CausalVulcygeperT on Head and Tail
groups.

Head Tail
F1-score Precision Recall F1-score Precision Recall
CodeBERT 0.34 0.30 0.38 0.27 0.24 0.32
CausalVulcogeBERT 0.34 0.30 0.39 0.26 0.23 0.31
MOoEVD o deBERT 0.37 0.29 0.50 0.29 0.23 0.42

Mixture-of-Experts (MoE) design outperforms all ensemble models. The router plays a crucial
role in MoEVD design, and significantly impacts overall MoEVD performance.

5.3 RQa3: Effectiveness of MoEVD across CWE Types

MOoEVD outperforms baselines in most CWE types in terms of all studied metrics, typically
recall and F1-score. Figure 6 presents the recall achieved by CodeBERT, CausalVulc,ogeperT, and
MOoEVD¢,4eperr 0n all CWE types. We observe that in most of the CWE types (14 out of 15),
MOEVD¢,4eperT Outperforms CodeBERT and CausalVule,gepprr With a range of improvement
from 9% (CWE-787) to 77.78% (CWE-189) in terms of recall. In terms of F1-score, we observe a
similar trend that in 11 out of 15 CWE types, MOEVDc,4eperT Outperforms CausalVulcogeBerT,
and 9 out of 15 in terms of precision. Due to the page limit, we put the complete results of F1-score
and precision in our replication package [1].

MOEVDc,4e.perT outperforms SOTA baselines CausalVulc,geperr and CodeBERT in both
the head and the tail groups in terms of F1-score and recall, and achieves similar precision
compared to SOTA baselines. Table 5 presents the results of studied approaches on the head and
the tail groups. We observe an improvement of MOEVD,q4.55rT OVer the SOTA baselines in both
the head and the tail groups. In terms of F1-score, MOEVDyq4.perr improves CodeBERT by 9.8%
and CausalVulcygepert by 7.3% in the head group. In the tail group, MoOEVD¢,4eperT improves
CodeBERT by 7.3% and CausalVulc,geperr by 11.4%. When comparing recall, MOEVD¢,geBERT
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achieves a significant improvement of 31.2%, compared with baselines while maintaining a similar
precision. The results indicate that, unlike baselines, when improving the binary classification
performance, MoEVD does not sacrifice the performance in long-tailed CWE types. On the contrary,
benefiting from the MoE design that enables the model to learn various vulnerability patterns
individually, MoEVD improves the performance on the tail group.

MOoEVD¢y4eprrT outperforms SOTA baselines on most of the CWE types in terms of F1-score
and recall. For instance, MOEVD,4eperT improves the recall of SOTA baseline by a range from
9% to 77.8%. MOEVDc,qeperT also mitigates long-tailed issue by improving F1-score of SOTA
baselines on the tail group at least by 7.3%.

5.4 RQ4: Impact of the Number of Selected Experts

More experts do not yield significant performance improvement. Figure 7 presents the
F1-score of MOEVD¢ogeperr and MoEVDy ,ixcoder With a different number of selected experts
(K). We observe that no significant advantages are achieved by increasing the number of experts.
The worst performance for both models occurs at K = 1. MoOEVDc,4eperT achieve its optimal
performance when K = 4, and MoEVDypixcoder achieves its optimal performance at K = 2. When
K is greater than 2, the increase of the number of selected experts does not yield significant benefits
for both models. To balance the overhead and the performance, we set K to 2 in this study.

One possible reason for the lack of significant improvement with more experts is that each
expert is only effective in its own CWE type and cannot identify the vulnerability for other types as
indicated in Figure 5. Assigning additional experts will reduce the contribution of the most effective
experts therefore adding more noise to the combiner.

We do not observe significant advantages in increasing the number of experts. Employing a
single expert yields sub-optimal results. Through our experiments, we find K = 2 achieves an
optimal balance between inference time and performance.

6 Discussion

In this section, we discuss our special design in terms of expert training, the overhead, and the
potential future research direction.

6.1 Expert Training Task

Different from 1) classifying vulnerability types for a given vulnerability and 2) identifying whether
a given input is a vulnerability or not, our experts learn vulnerability knowledge by identifying
whether the given input belongs to a specific type of vulnerability or not. As described in Section 3,
when training an expert for a specific CWE type, we only consider the vulnerable code of that
type as positive, and all other code (including other CWE type vulnerable code and non-vulnerable
code) as negative. By doing so, an expert is more focusing on learning the pattern of a specific type
of vulnerability, improving the performance on distinguishing the target type of vulnerability.

To validate our approach, we also trained a variant of MOEVD¢,4eperT Using only non-vulnerable
data as the negative label, excluding code from other CWE types. The F1-score dropped from 0.44 to
0.41. This result indicates that using data from other CWE categories as negative helps the experts
learn to distinguish between different types of vulnerabilities more effectively.

6.2 Overhead of MoE Compared With One-for-All Model

The training cost of MoEVD depends on the number of experts to train. For example, in the BigVul
dataset, we have 12 CWE types and consequently we have 12 experts to train. Assume the total
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tunable parameters of a one-for-all model with the same base model (e.g. CodeBERT) is N. Then,
MOoEVD have a total of 12N + R tunable parameters, where R is the tunable parameters of the router
network. During inference, the computation cost depends on the number of experts K as discussed
in RQ4. Assume the inference cost of a one-for-all model is x, and we set K = 2, then the total
computation cost will be 2x + r where r is the inference cost of the router. In our case, we use the
same base model for experts and the router, and we set K to 2. The inference cost is 3x. The time
cost under our experiment setting can be found in section4.6.

6.3 Potential Future Direction

Our research is the first study in vulnerability detection that employs the MoE framework. The
design of MoEVD is straightforward, utilizing the vanilla MoE framework proposed by Jacobs
et al. [21], which already demonstrates a significant improvement over the one-for-all design. In
RQ2 (table 4), we investigate the performance of the router, and we notice that only 63.8% of the
vulnerable code was correctly directed to the appropriate experts. In the ideal setting, if all the
vulnerable code can be correctly assigned to the appropriate experts, the F1-score for MoEVD
would be improved from 0.44 to 0.51. Thus, there remains a large margin to improve with the MoE
framework and we believe that leveraging MoE in vulnerability detection is key to making DLVD
methods more practical in real-world scenarios. One possible future direction is to improve the
accuracy of the router to select the appropriate experts. Another possible direction is to leverage a
more advanced MoE framework [12, 23, 39]. We encourage future research to investigate those
two directions.

6.4 Threats to Validity

6.4.1 Internal Validity. MoEVD ’s performance may be influenced by the distribution of CWE
types within the training data, particularly for unseen CWEs. To mitigate this potential bias, we
trained MoEVD on the BigVul dataset, which is one of the most comprehensive datasets, containing
over 10,000 vulnerability instances across 88 distinct CWE types. For vulnerabilities belonging to
unseen CWE types, MoEVD can be easily extended by training and adding specific experts for new
vulnerabilities and re-training the router.

6.4.2 External Validity. Threats to external validity relate to the generalizability of our findings.
In this study, we evaluate MoEVD using CodeBERT and UniXCoder as base models due to their
widespread use in code-related tasks. While our findings might not be generalized to other models.
However, As a framework, MoEVD is designed to be flexible and can integrate any model as an
expert, future research is encouraged to explore the performance of MoEVD with a broader range
of models.

7 Related Work
7.1 Machine Learning-Based Vulnerability Detection

DLVD approaches could be categorized into two families based on the way of feature extraction:
token-based or graph-based approaches. In the token-based approach [16, 25, 26, 35], code is
considered as a sequence of tokens and is represented as a vector via text embedding techniques (e.g.,
GloVe [33] and CodeBERT [13]). For instance, LineVul [16] leverages CodeBERT [13] to embed the
whole sequence of tokens in a function for vulnerability detection. Instead of considering the whole
code, approaches such as VulDeePecker [26] and SySeVR [25], extract slices from points of interest
in code (e.g., API calls, array indexing, pointer usage, etc.) and use them for vulnerability detection
since they assume that different lines of code are not equivalently important for vulnerability
detection. Another family of approaches [5, 20, 24, 50] consider code as graphs and incorporate
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the information in different syntactic and semantic dependencies using graph neural network
(GNN) [44] when generating the representation vectors. Different types of syntactic/semantic
graphs, (e.g., abstract syntax tree (AST), program dependency graph (PDG), code property graph
(CPQG)) can be used. For example, Devign [50] and Reveal [5] leverage code property graph (CPG) [45]
to build their graph-based vulnerability detection model. IVDetect [24] and LineVD [20] consider
the vulnerable statements and capture their surrounding contexts via a program dependency graph.
Both existing graph-based and text-based models follow the one-for-all design, in which only one
final model is trained to handle all types of vulnerabilities. To address the limitation of previous
existing approaches, we propose MoEVD to leverage the MoE framework to assign appropriate
experts for handling the vulnerabilities of specific CWE types.

7.2 Mixture-of-Experts (MoE) in Software Engineering Tasks

The Mixture-of-Experts (MoE) is relatively new in the software engineering domain and we only
found it was leveraged in defect prediction [31, 38]. Omer et al. presented a Mixture-of-Experts
(MoE)-based approach named ME-SFP [31] to perform software defect prediction. ME-SFP uses the
experts trained using f decision trees and multilayer perceptions and a Gaussian mixture model as
a gating function to select appropriate experts. Aditya and Santosh [38] explored two variations of
the MoE method, a mixture of implicit experts (MIoE) and a mixture of explicit experts (MEoE) for
the defect prediction task. The MIoE method randomly partitions the input data into a number
of sub-spaces using an employed error function. The local experts become specialized in each
sub-space. These specialized experts are further used for the final prediction. The MEoE method
explicitly partitioned the input data into a number of sub-spaces using a clustering method before
the training process. Each expert is assigned one of these sub-spaces. The local experts become
specialized in these sub-spaces, which are subsequently used for the final prediction. In this study,
we follow the MEoE method, in which we partition the input space based on CWE types, which is
more suitable for the nature of the task.

8 Conclusion

In this work, we present MoEVD, the first approach in vulnerability detection using the Mixture-of-
Experts (MoE) framework. MoEVD mitigates the limitations of traditional “one-for-all” design by
leveraging specialized experts for different CWE types. MoEVD achieved the highest F1-score of
0.44 on the BigVul vulnerability detection dataset, surpassing the best existing approach by 12.8%.
In handling long-tailed distributions, MoEVD maintains strong performance across both common
and rare CWE types. Benefiting from its ability to learn various vulnerability patterns individually,
MOoEVD improved the performance on the tail group by 31.2% in terms of recall while maintaining
similar precision. As the first application of the MoE framework in vulnerability detection, our
work suggests the possibility of leveraging specialized models and indicates potential for more
advanced MoE architectures to further enhance detection capabilities.

Data Availability

We make all the datasets, results and the code used in this study openly available in our replication

package [1].
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